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Introduction

‘\

* RTP: A Transport Protocol for Real-Time Application
* RTP : Real-time Transport Protocol

* First published in 1996 as RFC 1889, superseded by RFC
3550 in 2003.

* RTP over UDP
* A sequence number
* A time stamp for synchronized play-out
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* Goal
* Realize how to send voice packet over RTP.
* Recognize the format of RTP.
* Learn how to use Wireshark.
* Task
* Trace “PCS_RTP_Project”
* Modify code
* Use Wireshark to capture RTP/RTCP packets



Experiment Steps

\

1) Check your PC meets the following conditions:
v Equipped with a speaker or headphone (#f]w™ 2% B %)
v" Equipped with a microphone
v" Has network connection

2) Download PCS_RTP_Project.zip

* If your PC has no Java development environment, you
have to download and install JDK and Eclipse.



Experiment Steps
"

3) Create a new project

a. Use Eclipse to establish a new Java project

ile | Edit Source Refactor MNavigate Search

Ip
New Alt+Shife+M ol (2% Java Project > S . v |
Open File... .
Close Ctrl+W | 8§ Package
Close all Ctrl+Shift+W | & Class
Save Cirl+5 & Interface
Save As ﬁb T
Save Al Ctrl+shiftss | & Annotation
Revert &% Source Folder
# Java Working Set
i ng
B % Folder
[# Rename.. F2 l—j, File
@l |(Refresch F5 | 2 Untitled Text File
Convert Line Delimiters To 3 EP JUnit Test Case
Print... Ctrl+P |j> Task
Switch Workspace » | T Example...
Restart = Cdbhar el LB




Experiment Steps
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= Mew Java Project

Create a Java Project

Create a Java project in the workspace or in an external lacation.

Use default location

Location: |C:\Users\QQting\wc\rkspace\PCS_RTP_PrDject | | Browse... |

3) Create a new project

b. Enter the project name,
and click “Finish”.

JRE

@ Use an execution environment JRE: ’JavaSE—]_ﬁ

() Use a project specific JRE: |jre? - |

() Use default JRE (currently 'jre7") Configure JREs...

Project layout

(") Use project folder as root for sources and class files

@ Create separate folders for sources and class files Configure default...

Working sets
Add project to working sets

Working sets: v| | Select...

(1) The default compiler compliance level for the current workspace is 1.7. The new
project will use a project specific compiler compliance | of 16

2.

@ <Back | Mext> || Fnsh || Cancel




Experiment Steps
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3) Create a new project

C.

AN NI

v

default location is:

The whole jlibrtp directory

Find the project location, put the following source
codes into “src” directory:

HRESHE - o]

CHUsers\QQting\workspace\PCS_RTP_Projectsrc

FEERE

PCS_RTP_Callee.java FEEET AEE
PCS_RTP_Caller.java ey
PCS Ul.java ; :gaqmg

& Google EREE

=8

L jlibrtp

| PCS_RTP_Callee java
= j

| PCS RTP Callerjava
= i

| PCS_ULjava

= j

C:\Users\NAME\workspace\PCS RTP_Project\src
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Experiment Steps
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File Edit Source Refactor Mavigate Search Project Run ‘Window Help
Aw SR ARNERSERCEE <S4 EAL SR A CA S Ne=Rlin SN ot
o
[ Package Explorer 532 1. <‘|='=f>| & = 0 3) Create a neW prO]eCt
4 [ PCS_RTP_Projoct l—
[ src MNew H H b d f h 1
o come  RUGHTClick . Refresh your project.
Open in New Window
Open Type Hierarchy F4
File Edit Source Refactor Mavigate Search Project Run Wi

Copy Ctrl+C 9 )

B Copy Qualified Name AnE =R AFNFENESERCEE S A > R A0 RS- A C R Al Nes
Paste Cirl+V

E Delete Delete [ Package Explorer 52 <;'T>| &

4 =% PCS_RTP_Project]

% Remove from Context Ctrl+Alt+Shift+Down 4§ e
Build Path » 4 B (default package)
Source Alt+Shift+5 » i+ 4J] PCS_RTP Calleejava
Refactor Alt+Shife+T » > 1)) PCS_RTP Callerjava

b [ PCS_ULjava

iy Import.. b jlibrtp

L Export. 2.. [ = JRE System Library [JavaSE-1.6]

" Refresh il —— F5
Close Project
Assign Working Sets... 8
Run As 4




Experiment Steps

‘\

4) Execute this project

a. Before you modify the codes, this project can be built
and executed successfully.



Run Java Application (1/2)

File Edit Source Refactor MNavigate Search Project Run Window Help
AwE AR SENENEERCEE S A B AL SRR C R 2 i=in e SR AR A ER el s d e
{5 Package Explorer 52 1. B|e Y= O
4 [ PCS_RTP_proinc. il —
. (B New Right click '
a [ (def Go Into
b [ F Open in New Window £ Select Java Application e it
. Open Type Hierarchy F4
i jlibrt ShowIn Alt+Shift+W » Select type (? = any character, * = any String, TZ = TimeZ =
b Bk JRE Sys Copy Cirl+C .
&= Copy Qualified Name Matching items: 4
[E Paste Ctrl+V h
{52 PCS_RTP Callee - (default package);
# Delete Delete
(5 PCS_RTP_Caller - (default package) _h
% Remowe from Context Ctrl+Alt+ Shift+Down
Build Path 3
i ’
Source Alt+Shift+S | 1 PCS_RTP_Project\bin - (default package)
Refactor Alt+Shift+T »
gy Import..
A Export @ S.
& Refresh F5
Close Project
2 Assign Working Sets... 3 .
s Run As
Debug As
LEEEE Run Configurations...
Team
Compare With 3




Run Java Application (2/2)
-‘

* This program is successfully built if the following
window appears.

Remote IP

Remote RTP port

Remote RTCP port Remote RTCP port

Local RTP port Local RTP port

Local RTCP port Local RTCP port

Dial Answer

11



Experiment Steps
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5) Choose one of the following way to test this project

a. Use 2 different PCs to build and run the program, one
of them runs the caller, and another runs the callee.

b. You can export your project into a runnable JAR file,
and put this JAR file in another PC to run. (Note: The
another PC must have Java Runtime Environment, JRE)

c. Run both caller and callee in the same PC.

12



Two Different PCs to test

192.168.71.139 192.168.71.123

5004 [ | 5004
RTCP: > RTCP:

\ 5005 5005




Export Java Application (1/2)

File Edit Source Refactor Mavigate Search Project Run Window Help

Al =R AENENSER SR R A R A A8 C R S Ne= R ah SRR

Export all resources required to run an application into a JAR file on the local file system. | ! El

[ Package Explorer &2 1. G | ¢ ~ = 8
4§ src MNew » Select an export destination:
a B (default Go Into |typefi|tertext |
> 4D PCS. Open in Mew Window b = General
b E PLS. . b = Install
» [3] PCS. Open Type Hierarchy R4 i B Jova
b G jlibrp Show In Alt+Shift+W ¥ 0 JARfile
[ = JRE System Copy Ctrlec &
E CopyQualified Name
[ Paste Ctrl+V
H  Delete Delete
% Remove from Context Ctrl+Alt+Shift+ Down
Build Path >
Source Alt+Shift+5 »
Refactor Alt+Shift+T »
Ba Import. e
£3 Export. --ilfii—
«#  Refresh FS
Close Project
Assign Warking Sets...




Export Java Application (2/2)

| £ Runnable JAR File Export

Runnable JAR File Specification

Select a 'Java Application' launch configuration to use to create a runnable JAR.

C:\Users\QQting\Deslct 2. -

Library handling:
(@ Extract required libraries into generated JAR

| - Runnable JAR File Export

i JAR export finished with wamings. See details for additional information.
(") Package required libraries into generated JAR
() Copy required libraries inta a sub-folder next to the generated JAR

4. CoC ) oeiers

Save as ANT script

AMT script location: | CA\Users\QQting\workspace v|| Browse...

o

calleejar  callerjar

3.
caock | neoo (R e ]




| B This is Caller!

Remote IP

Remote RTP port

Remote RTCP port

Local RTP port

Local RTCP port

l 127.0.0.1 I

RTP:
5004

RTCP:
5005 Q

l

RTP:
6004

RTCP:
6005

J

127.0.01

5004

5005

Dial

Remote IP

Remote RTP port

Remote RTCP port

Local RTP port

Local RTCP port

Answer

16




Experiment Steps
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6) Test this project

a. Assign appropriate IP and RTP/RTCP port to the
running program.

b. Click the “Dial” button of the caller and the “Answer”
button of the callee

c. Before you modify the codes, the callee should hear
the voice from the caller. (but Caller can’t hear Callee)

17



Experiment Steps
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7) Complete this project

d.

b.

v

v

Trace PCS_RTP_Caller.java and PCS_RTP_C(allee.java,

and then modify the codes to make Caller and Callee
can talk to each other.

Hints:

Trace main function first, and then trace the functions
used in the main function.

Trace codes in PCS_RTP_Caller.java for recording voice
and PCS_RTP_Callee.java for playing voice.

18



Experiment Steps
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8) Use Wireshark to analyze RTP and RTCP packets

d.

Download and install Wireshark.

Capture the UDP packets whose address includes the
remote PC. (ip.addr == REMOTE_IP_ADDRESS)

Decode the UDP packets on port 5004 as RTP.
Decode the UDP packets on port 5005 as RTCP.

ip.addr can’t be 127.0.0.1 because Wireshark can’t capture
the packets from this address.

5004 and 5005 are determined by your input of program.
19



Wireshark — Getting Started

&) Windows Update
iz Windows BEFRE

»® WinEdt7 - ] ]
I Vircshark File Edit View Go Capture

<A XPS HIREE Eeug Interfaces... Ctrl+1

@ smTEsls LszsEssanae G _
-] Dptions

© mnEs e s
b 7-Zip EEGELu=1)

Analyze Statistics Telephony Tools Internals Help

EEEEEE

IEI Expression.. Clear Ap

Start
AMD VISION -

| 7-Zip ' -

. ]

J Android SDK $TETTHEFIIQ et

. avast! Free Ar

e TEE B MEEU) &bl ost Popular Network Protocol
) FileZilla FTP O (g) 1RE(S) wireshark exe (+] |- Revy 39702 ﬂ'ﬂrﬂ Ilnrtrur”{—l_ﬁ:]

, FileZilla Serve BEZEM
. Garena po——
| GIGABVTE RN '
, Google Chro BT Capture
| Google Drive| RO
s hifr -
o RIZO) Interface List
J, HTC § EFSEM) Live list of the capturs interfaces

(counts incoming packets)

. Microsoft Office

| Microsoft Silverlight

J Microsoft Visual Studio 2012
; MiKTeX 29

, net-TV 2012

; PCMan

| PDF-XChange PDF Viewer

, Real Alternative

Start capture on interface:

Er| Realtek PCle GBE Family Controller
% VMware Virtual Ethernet Adapter
% VMware Virtual Ethernet Adapter

; SharePaint

| Skype

, Steam

ﬁ Capture Options
Start a capture with detailed options

; VMware

)
)
)
)
)
)
)
)
)
)
)
)
)
|/ Media Player AER)
)
)
)
)
)
)
)
)
)
)
)
)
| Windows Kits -

1 tFR
20
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Wireshark - Capture Device

The Wireshark Network Analyzer [Wireshark 1.6.3 (SVMN Rev 38702 from ftrunk-1.
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Seoee DCEXXZE e T iEE aaat

Filter: - | Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer
Version 1.6.3 (SVN Rev 39702 from /trunk-1.6)

Capture

= Capture Interfaces

Description

Start | | Options || Details |

E® VMware Virtual Ethernet Adapter fe80::4130:0069:a507:fdc 4 0 |Start||Qptions | | Details |

e




Wireshark — Decode RTP/RTCP

ﬁo Capture  Anahbyze it Internals Help

BB e 22 (l.remoteIP |2 BB @aa B @D M 5|
Filter: | ip.addr == 14011471200 i ~| Expression.. Clear Apply Save

No. Time Source - Destination Pratocol Length Info

. 3441020 140,

Mark Packet (toggle)

. 5451070 140. e
625 26.5461040 140.114.71. 200 140.114. upp  1dnore Packet (toggle) “e
626 26. 5470960 140.114.71.200 140.114.71.139 upp & Set Time Reference (toggle) e
627 26.5471010140.114,71.200 140 . (@ Time Shift... e
0628 20. 5480950 140.114. 71, 200 140 . 2 . e
620 26. 5491010 140. 114, 71. 200 140 3. 1 lght cllfk i7| Edit or Add Packet Comment... B
635 26.6747260 140.114.71.200 140.114.71.139 UDP Manually Resolve Address C
R2A A RTEEQOATIAN 114 71 0N 1A0 444 71 14240 [ 7] —o |
< | Apply as Filcer L
Frame 623: 1078 bytes on wire (8624 bits), 1078 bytes capt Prepare a Filter (4]
Ethernet II, Src: Giga-Byt_55:ec:10 (50:e5:49:55:ec:10), D Conversation Filter P O:1
Internet Protocol Version 4, Src: 140.114.71.200 (140.114. Colorize Conversation p 144
= User Datagram Protocol, 5g Rle-1 (5004), Ds SCTP b

Source port: avt-profilg-1 (5004) Follow TCP Stream
Destination port: avt-pfofile-1 (5004) Follow UDP Stream

Length: 1044

Checksum: Ox8che [validation disabled] Follow SSL Stre
pata (1036 bytes) Copy 4. decode
=2 Decode As... ~Sil—:
2 Print...

2. check port

Show Packet in New Window

22



ireshark — Decode RTP

) Do not decode

Show Current

Clear RX -

1078 PT=ITU-T G.711 PCMU, SSRC=0x23068FB8, Seq=14734, Time=2171651078
1078 PT=ITU-T G.711 PCMU, 55RC=0x23068FB8, 5eq=14735,
1078 PT=ITU-T G.711 PCMU, 55RC=0x23068FB8, 5eq=14736,
1078 PT=ITU-T G.711 PCMU, SSRC=0x23068FBE8, Seq=14737, Time=2171651086
1078 PT=ITU-T G.711 PCMU, SSRC=0x23068FBB, Seq=14738, Time=2171651087
1078 PT=ITU-T G.711 PCMU, S5S5RC=0x23068FB8, S5eq=14739, Time=2171651088
1078 PT=ITU-T G.711 PCMU, SSRC=0x2306BFBB, Seq=14740, Time=2171651089

1078 PT=ITU-T G.711 PCMU, SSRC=0x23068FB8, Seq=14741, Time=2171651215
1N7R DT_TTI_T CCor_Nv)INARRCRE  Can—14747

MNo. Time Source Destination

623 26.5441020140.114.71.200 140.114.71.139
624 26.5451070140.114.71. 200 140.114.71.139
625 26.5461040140.114.71. 200 140.114.71.139
626 26.5470960140.114.71. 200 140.114.71.139
627 26.5471010140.114.71. 200 140.114.71.139
628 26. 5480950140.114.71. 200 140.114.71.139
629 26.5491010140.114.71. 200 140.114.71.139

635 26.6747260140.114.71.200 140.114.71.139
RIA IR RTREQONATAN 114 71 200 140 114 71 130

Frame 623: 1078 bytes on wire (8624 bits), 1078 bytes captured (8624 bhits) on interface 0
Ethernet II, Src: Giga-Byt_55:ec:10 (50:e5:49:55:ec:10), Dst: Giga-Byt_55:ec:22 (50:e5:49:55:ec:22)
, Dst: 140.114.71.139 (140.114.71.139)
User Datagram Protocol, Src Port: avt-profile-1 (5004), Dst Por avt-profile-1 (5004)
Real-Time Transport Protocol
10.. .... = version: RFC 1889 version (2)
.0. .... = Padding: False
.0 .... = Extension: False
0000 = contributing source identifiers count: O
0... .... = Marker: False
Payload type: ITU-T G.711 pPCMU (0)
Sequence number: 14734
Timestamp: 2171651078
synchronization Source identifier: 0x23068fb8 (587632568)
Payload: 2eff2fff23ff33ffsrffaoffarffaaffarffarffaaffaeff...




Wireshark — Decode RTCP

File Edit View Go Capture Analyze Statistics Telephony Tools Internaks Help
8 SN XZel Aes»9TFL/EBE QaaaD @BD® % 8

Filter: | ip.addr == 140.11471.200

|2|Expression_ Clear Apply Save

Mo. Time Source Destination Protocol Length Info
759 28.0608050140.114.71. 200 140.114.71.139 RTP 1078 PT=ITU-T G.711 PCMU,
760 28.0615670140.114.71. 200 140.114.71.139 RTP 078 PT= — B

BB Fie Edit View Go Capture Analyze Statistics Telephony Tools Intermals Help
B e e xZelaer»aTLIEE QD FBM%| B

Filter: | ip.addr == 140.11471 200 IZI Expression... Clear Apply Save

772 28.1462660140.114.
776 28.1868040140.114.
777 2B.1873970140.114,

. 200
71.200
71.200

140.114.
140.114.
140.114.

71.139
71.139
71.139

<| ||‘\Io. Time Source Destination Protocol Length Info
759 ZB.UBUSUSU 14U, 114, /1. 20U 14U.114./1.139 KIP L0/ PI=L1U-1 G./7L1 PUMU, S5H
* Frame 772: 94 bytes on wire (752 bits), 94 bytes captured (752 760 28.0615670140.114,71.200 140.114.71.139 RTP 1078 PT=ITU-T G.711 PCMU, SSF

# Ethernet II, Src: Giga-Byt_55:ec:10 (50:e5:49:55:ec:10), Dst: Gi

Internet Protocol Version 4, Src: 140.114.71.200 (140.114.71. 200

= User Datagram Protocol, ile-2 (5005), Dst Port
Source port: avt-profi
Destination port: avi-
Length: 60

772 2B.1462660140.114.
776 2B.1868040140.114.
777 2B.1875970140.114.

140.114.
140.114.
140.114.

71.139 sender Report source
PT=ITU-T G.711 PCMU, S5R

1078 PT=ITU-T G.711 PCMU, S5F

e—2 (5005)
ofile-2 (5005)

# Checksum: Oxee92 [validation disabled]
pata (52 bytes)

Frame 772: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface 0

Ethernet II, Src: Giga-Byt_55:ec:10 (50:e5:49:55:ec:10), Dst: Giga-Byt_55:ec:22 (50:e5:49:55:ec:22)
Internet Protocol version 4, Src: 140.114.71.200 (140.114.71.200), Dst: 140.114.71.139 (140.114.71.139)
. < s 8 avt-profile-2 (5005)

- Real-time Transport Control Protocol (Sender Report)
10.. . = Version: RFC 1889 version (2)
I P Padding: False
...0 0000 Reception report count: 0
Packet type: Sender Report (200)
Length: & (28 bytes)
Sender SSRC: 0x23068fb8 (587632568)
Timestamp, MSwW: 3572665085 (Oxd4f28afd)
Timestamp, LSW: 2224793058 (0x849base2)
[MSw and LSW as NTP timestamp: Mar 19, 2012 06:58:05. 517999000
RTP Timestamp: 2171652686

sender's packet count: 31
sender's octet count: 31
-] Real-time Transport Control Protocol (Source description)

10..
0

. = Version: RFC 1889 version (2)
¢ P Padding: False
...0 0001 Source count: 1
packet type: Source description (202)
Length: 5 (24 bytes)
# Chunk 1, SSRC/CSRC 0x23068FBES
[RTCP frame length check: OK - 52 bytes]



Requirement

\

« Caller and Callee can talk to each other (50%)
+ Report requirements (3 ~ 5 pages) (50%)
* Screenshots for program running windows of Caller and Callee.
* Screenshots for RTP and RTCP packets format in Wireshark.
* Explain the process of program execution.
* Your thoughts after this project.
* Possible extensions.

25
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* ILMS
* http://lms.nthu.edu.tw/
* Wrap the following files into & 5. 4+ % .zip
* Report
* PCS_RTP_Caller.java and PCS_RTP_Callee.java
* Due Date

* 2013/04/03 23:59:59

26
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ERTMENENRELHEUERE:

. Realtek HDMI Qutput ExrsRE
ATI HDMI Audio [\"'licroso‘ft LifeChat LX-3000
W, TEE. FEA O FEEEE
e Ex=En
BEEEETERM) 2 © ER;LCI'DSD‘& LifeChat LX-3000
- R
EUNEEP) -wil— .
HEEER) = R_eiltek High Definition Audio
=29) @ CfFF » FEA
Realtek Digital Qutput
EEEFEEREMV 1 E@ Realtek High Definition Audio gh Definition Audio =H h
5 (my W 3 T " @ FH g
® 00 SENESEREE0

v | BTCERNEE
Y| BTCTEEENEE

REP)

Right click

zamnE [+ [ n=e | 22O \gsERE0 v | nse |

[®mE | HLH ERW [ ®E | HiiH ERW
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Thank you!

qqting@wmnet.cs.nthu.edu.tw
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