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GSM th% i pe g (1/2)

> GSM FEEl: #{iET RN 3% mlﬁ*@%‘j ( circuit-
switched transmission )

» GSM Fg B 20 3 4e i 2 PRF% (Short Message
Service » SMS) Fo K4 PRG% ( bearer service )
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> GSM++: EDGE ( Enhanced Data rates for GSM
Evolution )
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Access » HSDPA)
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> + % ( Mobile Station » MS)

> L 53k kv (Base Station Subsystem >
BSS)

> L E 2 S % 5 (Network and Switch
Subsystem » NSS)

> ety iE Sk 3L (Operation Subsystem >
OSS)

s PR ERFHeROET

> A ﬁ \i (interface) ez > i FAL @
APt U NEIE SN R e g bl

10



Base Station
Subsystems (BSS)

|
A |
BTS
I \'\ N :
BTS BSC [+ :
ME BTS !
|
' :
SIM Abis interface I
A : :
MS : !
BTS N 3 !
BTS BSC H A{lnterface :
v [gTs V7 | Network and Switching |
Um interface v : Subsystem (NSS) :
| |
| |

11



S v 2
* % 7 )-8 - mi%"%f*l‘
o NTEHNRITTNX DAREIFE FLE M S
. f‘zﬁﬁ‘? = R ﬂ‘jﬁ'f‘ﬁ"“ Fﬂfiﬁtfi’:—jﬁéﬁ?‘ﬁi‘ + i

BT EEAE
>+ 3 2 ﬁ?éﬂ ( Mobile Equipment » ME)
. é;}r,l—fft ; W AT 2 B S R bled i
QR

12



> s B g L (Base Transceiver Station » BTS)
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2 % %L (switching system) » i ¥ AL
SMer$% < B2 (core network )
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GMSC (Gateway MSC) # 7k MSC » £ PCSi
B2t PSTNE H 8 e peid 50 i o
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GSM Radio Interface
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EREANF (12)

» # * GMSK ( GPRS/GSM coding Gaussian
Modular Shift Keymodulation ) -~ 13kbps RPE-
LTP full-rate§=5.6kbps VSELP cr.4m 8 = ;¢ o

> & #8 5 1 (Frequency Division Duplex » FDD )
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> &~ 47 5 & 3B~ (Time Division Multiple

Access » TDMA ) endkjis o
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DCS 1300

> 11 GSMHR 1 %8 45 5 Sk A
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B 6-4 Normal Burst

Tailing Data Flag Training Flag Data Tailing Guard
57 bits 26 bits 57 bits 8.25 bits

Burst (148 bits/0.564 msec) >

A

A

Time Slot (156.25 bits or 0.577 msec)

Y
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B 6-5 GSM Bursts

Tailing Data Flag Training Flag Data Tailing Guard

Normal Burst

Tailing Fixed Bits Tailing Guard

Frequency Correction Burst

Tailing Data Training Data Tailing Guard

Synchronization Burst

Tailing Synch. Seq. Data Tailing Guard

Access Burst
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#2PFE (Time Advance » TA)

> #BTST™ BLEMSi * % - BpFfy » RIBTS¢ &
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B 6-6 Time Advance
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Wi+ g (Traffic CHannel » TCH)

> ik Fagrid g (Fullrate TCH > TCH/F)
o B:%13kbpsz. 3% 3 12 ~ 6 - 3.6kbpserdcy FoRL o
o i * ZigNormal Burstk i#:% o

> 1/2:¢# 338 ;g (Halfrate TCH » TCH/H)
o 3% T7kbpsiz 3 @@?J > 62 3.6kbps#ic i 7 AL @ﬁ%] o
o = * Normal burst® — i Dataty - % & ix 7t o
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¥4 i (Control channel » CCH)

> %l o ZHF
o & %3 i (Broadcast CHannel » BCH)
VAR R ARTRE L SPOT FREL Y o
o £ % F=43 i (Common Control CHannel -
CCCH)
Vo rBTSH - HAWE G L i o BTG L E g
ﬁfﬂﬁi’wuﬁﬁ;#?f%ﬁi
o % B¥-+4]: ;g (Dedicated Control CHannel >
DCCH )
v BTSA fie i L 4 el Jf BB i o
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R %3¢ (Broadcast CHannel » BCH)

> 4E 5 ¥ i g (Frequency Correction
CHannel » FCCH)
o BiXFburst > #& EHE F AT OF I o
> e i g (Synchronization CHannel >
SCH) :
» BixSburst > EMSE{F &HBTSAZ 3 ke A o
> R #4138 g (Broadcast Control CHannel >
BCCH)
s HiEEG M AL cETH o
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£ % Fr4lid i (Common Control
CHannel » CCCH)

> Bedif i (Paging CHannel » PCH)
o $ 3 Tt yspE > BTSH BPCHe v £ 45
> g P~ i (Random Access CHannel -
RACH )
e ¥ HFrR I > £ ARACH L #i% A burst o
2 4k b ‘;u:é’% BT F R o
> # P~ vinid ;g (Access Grant CHannel -
AGCH )
e HE SiBBAGCHZ o7 i * chag 87
lE o
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EEE+1iyg (DCCH) (1/2)

> W & i+l g (Stand along Dedicated
Control CHannel » SDCCH )
o @_ﬁg «ﬂd‘zpmiwﬁjmg:{, —\‘,g?rﬁzyfg?%o

> Mk 4p B £ )38 i (Slow Associated Control
CHannel » SACCH)

o LR L AE T 0 bldo T4 (power
con;rol) 2 pE A4t (timealignment) % 4] F
Moo R OE R T REEIERE 2 F (measurement
report) o

34



E R+ (DCCH) (2/2)

> -1k Ap B Fr 403 i (Fast Associated Control

CHannel > FACCH)

@R L4 £ (time-critical signaling) » ¢ 3%

T Ih AR IR %;~ £ 2o (aquthentication) 14 %
2R (handover) 13 L o
o FACCH & * 25230 i thpsff o

> i i 3538 ;g (Cell Broadcast CHannel -

CBCH)
o &L g 3EPRFS (short message service cell

broadcast messages ) -
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MS

BSS
RACH(request signaling channel)
P AGCH(assign signaling channel) g
SDCCH(request call setup) _

SDCCH message exchanges for call setup

SDCCH(assign TCH)

FACCH(complete assignment)

Bt
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MS

L BT 3

PCH(page MS)

BSS

¢

RACH(request signaling channel)

¢

AGCH(assign signaling channel)

>

SDCCH(respond to paging)

SDCCH message exchanges for call setup
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GSM Mobility Management
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> o a & P
e % %k
o HE|HLG
o B K FRE
o LR i HE_
-?%&iﬁﬁﬁ
v 42/ (Call Origination Procedure )

v ¥ ;pﬁiﬁ» ( Call Termination Procedure )

2 IEARR

DA IR S
S
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| 5L

» GSM i 3@ fr 5 4p M b w] 5EAg

e Mobile system ISDN (MSISDN)
Mobile Station Roaming Number (MSRN)
International Mobile Subscriber Identity (IMSI)
Temporary Mobile Subscriber Identity (TMSI)
International Mobile station Equipment Identity (IMEI)
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MSISDN

» Mobile System ISDN

e MSISDN uses the same format as the ISDN address
(based on ITU-T Recommendation E.164).

 HLR uses MSISDN to provide routing instructions to
other components in order to reach the subscriber.

Total up to 15 digits

Country code | National destination Subscriber
(CC) code (NDC) number (SN)
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MSRN

» Mobile Station Roaming Number

» The routing address to route the call to the MS
through the visited MSC.

e MSRN=CC+NDC+SN
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IMSI

» International Mobile Subscriber Identity
« Each mobile unit is identified uniquely with an IMSI.

« |IMSI includes the country, mobile network, mobile
subscriber.

e Total up to 15 digits

3 digits 1- 2 digits Up to 10 digits

Mobile country| Mobile networkk Mobile subscriber
code (MCC) | code (MNC) | identification code (MSIC)
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TMSI

» Temporary Mobile Subscriber Identify
 TMSI is an alias used in place of the IMSI.

» This value Is sent over the air interface in place of the
IMSI for purposes of security.
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» International Mobile Station Equipment ldentity

IMEI

o IMEI is assigned to the GSM at the factory.

 When a GSM component passes conformance and
Interoperability tests, it is given a TAC.

e Up to 15 digits

3 digits 2 digits Up to 10 digits
Type approval | Final assembly _
code (FAC) code (FAC) Serial number (MSIC) | ~

/|

Spare 1 digit
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LAI

» Location Area ldentity
o LAl identifies a location area (LA).

 \WWhen an MS roams into another cell, if it is in the same
LAI, no information is exchanged.

e Total up to 15 digits

3 digits 1-2 digits Up to 10 digits
Mobile country| Mobile network :
Location area code (LAC
code (MCC) | code (MNC) ( )
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CGl

» Cell Global Identity
» CGIl =LAI +ClI

=MCC + MNC + LAC + CI
o CI: Cell Identity
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B K e E R E

> N 3rp FE (Home Location Register »
HLR)

e MSISDN ~ IMSI ~ VLR ISDN ~ MSC ISDN £
subscriber status

> Eg3xp F R (Visitor Location Register >
VLR)
« MSISDN ~ IMSI ~ LAI
« TMSI ~ MSRN
* subscriber status

MSC 1
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> 5 MS i im ¥ v rgf $FPF 0 R RIRAT
BTSz_ 3 ¥5s & # iz P °
o TerBTSE eBTSH 4p b tLAl - % ¢ Ba(Z fr 1p
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(b) Inter-MSC movement

(@) Inter-LA movement

(c) Inter-VLR movement



B 6-10 Inter-LA &=ip ;42

LA1
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B 6-11 Inter-MSC s Jn4g

<>
HLR
®
— K@ —
VLR 1 VLR 2

o
2

1e/v
‘b LA3

LA?Z2

4
_”°
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B 6-12 Inter-VLR &=ip 42

WES P
HLR:i& i
location update

deregistration
W “,f VLR 3L

TMSI

MS’s IMSI % H @ 22z 58

>

new TMSI
TMSI
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Step 1:

ﬁiﬁg%iﬁi 'l}%ﬁ"rﬁg%;’%m,éﬁrd Ei“&rﬁ
R A H] i’ﬁ (BCCH) R # F#L(LAC, Location code)&
A FC BB I - BATHEE R o

FE R E =F e 5% Pl%E SDCCH i 4 new
VLR > & 731 g 1% o

MS #- Temporary Mobile Subscriber ldentity (TMSI)
2 E VLR Aat Bi% BA3THVLIR > (27 3Lp ehds (F o

& Bp MS #3% VLR 6% w'rsg : MSC 4k, TMSI, old
LAI, target LAl §c# # 4p B T 3.
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Step 2.

IMSI & %59 VLR 2457 > T 370 VLR 035 £ 897
%’

7}‘._'. ’ 1!]’31' Ay ,'

IMSI -

3ren
A 24
x:_Lffr ™
¥+ ?J:

.—.

~ W OEee

¥ TMSI % T £ VLR > u;é

VLR i& 733 (authentication) 25 > 42 5 #-
FHwizf o J|* TMSI 2 34 > 2 |MSI R ’,}_”ﬁ LA

RRBE A A E R TP RIS
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Step 3:

ANFRAFS ) FrOVLIR #2 B aari= i £ & HLR
BAITIP B T o

VLR #_4]#* IMSI ¥ $} | MS ¢ PLMN, i.e., HLR =
ja_ )

HLR RI#-= i84p B 7 & » BATHVLR o
Step 4.

#en VLR 22 - BATEHTMSI B £ 45 > i oL B3 p
N3 A
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Step 5S:

wh F31e P HLR ¢ # - A1 VLR » & R+ 48
m;‘cés‘f—,;!',f 0

B VLR #- eime i k12 0 BIw BRI R L a7

B o
S
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Z #p:xP (Periodical Registration)

» MS & roaming p - %%’EI TP f2 5 0 HLR 5P+
Faryg S g oo

» e GSM 77 & L E 8 g o PR g 2oy (re-
registration ) -

> i s € 4 27 MS periodically registration =
period » pF R 3| pF A 12 — k& registration s ;U
PRI ehde (7> HF i bl 5 64 451 24/]
o
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FiLf B (Call Origination
Procedure)

VLR

BT
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% =425 (Call Termination
Procedure)

MSISDN

I
= Other

Switches

MSISDN

i% 5 PSTNLT % O_ther
RE T Switches




> < 544 2 15 (Mobile-Assisted Handoff -
MAHO )

PRI =R R Nl B S A LR |

> MS:B| & 'iT eBTSHEL B3 B o

> JRIx+ 5 0BTSS € #-MSE§ B a5
A SR

5 &
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FRUN=g 1]

» Intra-BSS handover
+ AT EBTSE k- BBSCHE i F -
» Intra-MSC handover
o ATEBTSHE* 2 P BSCerg fFdefl > 2w iv il - B
MSCehd i Fl2 ¢
« X FL % inter-BSS handover
e [B|6-15
» Inter-MSC handover

o TEBTSE* % I MSCH 54 -
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B 6-15 Intra-MSC Handover
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B 6-16 Inter-MSC Handover
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Section 6.5
i L e
Security Issue
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z >2HTE

»GSMih% 24365 & B> w
o L fhucm (authentlcatlon)
VIREGRT NPk A By SR
e B4 % (encryption)
VAR RIRGE LB A EIGE T A T

* GSM PR G2 o
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PR NPE
e A3.
VR NI e i o
v E 53 AUCHe SIM + ¥ 5 % 2 g ik Beil o
P B
o AS.

v k3t & 4 4 24T (encryption key) o
VEEF»AUCHSIM F ¢ 5 % P og i B o
o AS.
v G £ 22 9r g dhvisited system (4 BSS, VLR) o
v a3t Fd ende @ (ciphering) £2 % % (deciphering) © 69
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N

¢ N3 AqurSIMfH  * 2y

> RAND % AuC # 4 ¢ 128-bit ¢

» SRES
o JFE2 A3 A2 hiE s L3 AUC 2 SIM A 4 2
SRES » ¥ M3z MS e & 2 14 o
>Ked @gi2 ABA A enlgdk > #3004 B o
» Frame Number.
e TDMA UAZEFE » # 3 4e B o
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® 6-17 GSM #rnz

B4

£ 482 SIM-+ AuC
RAND
Ki Ki
! *_l_* il Y i—‘—ﬁ \ 4
0 32 4 P
A8 A3 FELE D as o
% Fp
A
__SRES®
SRES > E A SRES '
e
JFBF
+ . . (4 .
23 & A i
‘v i kAR
v VLR
Ke Frame
Number
v vV v VY
& x AT B ' X
fl'e—> A5 |« S > AS i
4l B TR PR




g * Triplets 333

»Ki 733 AuC o €2 = AUC e £+ £

> % MS# & 3| - BATH VLR > i{ € » AuC &
7 BilzE s e (triplet) o
« Triplet # 7z 37& F 3 : RAND ~ SRES£&Kc -
« HLR i 2 % RAND » - & SRES & Kc » £ # %

— i triplet -

> o VLR 7 1 B 32 RAND & MS > #
triplet » 7 SRES f? MS ix w 2. SRES tt $t o

> A s VLIRZKC A BTS @ 27 p (7

A2 4 Kco
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Section 6.7
R N

Short Message Service » SMS
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] 6-20 SMS %

GSM network

Terminating MS

BSC

BST: Base Station Transiver
BSC: Base Station Controller
MSC: Mobile Switch Center

[t Se GMSC: Gateway MSC
IWMSC.: Interworking MSC
M-SC: SM
| SM-SC: SMS center
SM-SC |
— =1

Short Message Sender
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Mobility Databases
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Mobility Databases

» The hierarchical databases used in GSM.

* The home location register (HLR) is a database used for
MS information management.

* The visitor location register (VLR) is the database of
the service area visited by an MS.

MSC 1
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Home Location Register (HLR)

» An HLR record consists of 3 types of information:

e Mobile station information
v IMSI (used by the MS to access the network)
v MSISDN (the ISDN number —“Phone Number” of the MS)

 Location information
v ISDN number of the VLR (where the MS resides)
v ISDN number of the MSC (where the MS resides)

e Service information
v’ service subscription

v’ service restrictions
v supplementary services

77



Visitor Location Register (VLR)

» The VLR information consists of three parts:

 Mobile Station Information
v IMSI
v MSISDN
v TMSI

e Location Information
v MSC Number
v’ Location Area ID (LAI)
e Service Information
v’ A subset of the service Information stored in HLR
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Two Issues of GSM Mobility Databases

» Fault Tolerance.
o |f the database fail, the loss or corruption of location
Information will seriously degrade the service.
» Database Overflow.

* VLR may overflow if too many users move into the
VLR-controlled area in a short period.

« If VLR is full, a new arrival user fails to register in
VLR and thus cannot receive service.

e This phenomenon is called VLR overflow.
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VLR Fallure Restoration
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VLR Failure Restoration (1/2)

» After a VLR failure, VLR’s information:
 Mobile Station Information
v"Recovered either by the first contact with HLR or MS.

e |Location Information
v Recovered by the first radio contact with MS.

e Service Information

v Recovered by the first contact with HLR of the corresponding
MS.
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VLR Fallure Restoration (2/2)

» After a VLR failure, the VLR record restoration iIs
Initiated by one of the following three events:
e MS registration
e MS call origination
e MS call termination
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Restoration— MS Registration

> After a VLR failure:

No record of MS in VLR

VLR considers the registration as an inter-VLR
movement.

VLR ask MS to follow the normal registration
procedure defined In inter-VLR movement.

The TMSI sent from the MS to the VLR cannot be
recognized

VLR asks MS to send IMSI over the air.
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Restoration—MS Call Origination

> After a VLR failure:

VLR receives the call origination request
from the
MSC (and MS).

No record of MS in VLR

VLR considers it as a system error: “
” and rejects the request.

VLR asks MS to initiate the registration procedure of
Inter-VLR movement.

After the registration procedure, the VLR record is
recovered. "



Restoration— Call Termination Message
(1/2)
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Restoration— Call Termination Message

(2/2)
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HLR Failure Restoration
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HLR Fallure Restoration

» In HLR, It Is mandatory to save the updates into
backup storage.

» The service information is immediately
transferred from the HLR into the backup.

» The location information is periodically
transferred from the HLR into the backup.

» After an HLR failure, the data in the backup are
reloaded into the HLR.
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HLR Restoration Procedure Message

Flow
HLR

MAP RESET

VLR

MAP_UPDATE LOCATION

MAP UPDATE LOCATION ack
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Questions In HLR Restoration
Procedure

» The HLR restoration procedure Is not robust.
 HLR does not know a VLR at checkpoint.
* An MS move into the VLR during the uncovered period.
 HLR will not ask the VLR to send location information.

» VLR ldentification Algorithm is to solve the
problem.

90



VLR ldentification Algorithm
(VIA)
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VLR ldentification Algorithm

> VIA Iidentifies the exact VLRs to be contacted by
the HLR after an HLR failure.

> Extra data structures are needed.

» Extra procedures are needed:
» Check-point procedure
 Registration procedure
 Restoration procedure
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Data Structure in VLR ldentification
Algorithm (VIA) (1/2)

» To simply the description, we assume that every
VLR covers exactly one MSC.

» An extra data structure VLR_List™ Is a set of
VLRs that have been contacted with HLR during
the uncovered period.

» After an HLR failure, the HLR only needs to send
the MAP_RESET messages to VLRs listed in
VLR_List*.
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Data Structure in VLR ldentification
Algorithm (VIA) (2/2)

» In HLR, every record includes two extra fields.
 ts =the last time of location update

* PVLR =the address of VLR where the resided at the lat
check-pointing time. Thus, for any MS p, we have

HLR*[p].VLR = HLR[p].PVLR
» Two extra data structures in the HLR
o TS = the last check-pointing or backup time

VLR Counter = {(VLR1,Count 1), (VLR2,Count 2), ...,
(VLRn,Count n)} where Count n represents the “effective

number” of MSs entering the VLRn during the uncovered
period.

* Note that the VLRs recorded in VLR _Counter are the
VLRs in VLR_List*. o4



VIA Data Structure

HLR TS
MS | PVLR| ts VLR
VLR_Counter
VLR | Count
V, 3
V, 1
| | Vs, | 4
/N AVAS YA Vo | 7

HLR* VLR List*
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VIA Procedure 1: Check-Pointing

» In VIA, information of the HLR is periodically
saved into the backup by this procedure.
» Step 1. For every entry p in HLR* do:
HLR[p]*.VLR < HLR[p].VLR

» Step 2. TS « current time;

» Step 3. For every location entry p in HLR do:
HLR[p].ts <~ TS
HLR[p].PVLR « HLR[p].VLR

» Step 4. VLR_Counter « NULL; VLR_List* «
NULL;
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VIA Procedure 2: Registration (1/3)

» Step 1. Update HLR:

* Vold < HLR[p].VLR:

e Send message, MAP_CANCEL_LOCATION, to
cancel the VLR entry of p at Vold;

 HLR[p].VLR <« Vnew;
e told « HLR[p].ts;
 HLR[p].ts < ft;



VIA Procedure 2: Registration (2/3)

» Step 2. Update the V,,, Count field in VLR_Counter:
If (HLR[p].VLR <> HLR[p].PVLR){
If (VLR_Counter[Vnew] exists){

VLR_Counter[Vnew].Count <-
VLR_Counter[Vnew].Count+1,;

}else{
create VLR_Counter[Vnew] and VLR _List*[Vnew],
VLR_Counter[Vnew].Count <- 1,

¥
¥
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VIA Procedure 2: Registration (3/3)

» Step 3. Update the V4 counter entry:
If (told > TS and Vold <> HLR[p].PVLR){

VLR_Counter[Vold].Count <-
VLR_Counter[Vold].Count — 1,

If (VLR_Counter[Vold].Count = 0){
Delete VLR_Counter[Vold] and VLR_List*[Vold];

¥
¥
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VIA Procedure 3: Restore

» Step 1. TS <- current time;

> Step 2.
for (every location entry p in HLR){
HLR[p].PLVR = HLR[p].VLR <- HLR[p]*.VLR;
HLR[p].ts <- TS;
¥
» Step 3.
for (every VLR entry V in VLR_List*){
send an SS7 TCAP MAP_RESET message to V;

¥
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VLR Overflow Control
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VLR Overflow Control

» VLR may overflow if too many mobile users
move Into the LA in a short period.

» When a VLR is full, a new arrival user can not
register and get service.

» |f we want to let the new arrival user can get
service, all of the following procedures need to be
modified:

e registration, cancellation, call origination, call
termination
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Overflow Registration Operation
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Cancellation Operation with Overflow
VLR

Before the registration operation After the registration operation
(V1 may not be accessed for

de-registratioi
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Call Origination with Overflow VLR

e MAP_SEND_INFO_FOR_OUTGOING_CALL

-t

MAP_SEND_INFO_FOR_OUTGOING_CALL ack
e (deny_reason : no record)

e MAP_UPDATE_LOCATION_AREA ack

-t

Algorithm O-I

0 MAP_UPDATE_LOCATION_AREA

46 MAP_SEND_INFO_FOR_OUTGOING_CALL

Normal Call Origination
Procedure

6 MAP_SEND_INFO_FOR_OUTGOING_CALL_ack 105




Call Termination with Overflow VLR
(1/2)
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Call Termination with Overflow VLR
(2/2)




Section 6.8
5

Summary
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Summary
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Homework
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